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On January 31, 2012 the Federal Deposit Insurance 
Corporation (FDIC) issued Financial Institution Letter 
(FIL) 3-2012 FIL-3-2012, which revised the guidance for 
Payment Processor Relationships (previously issued FIL-
127-2008). As described in the letter, the FDIC has seen 
an increase in financial institutions relationships with 
payment processors, which can pose an increased risk to 
financial institutions. 
 
Payment processors are third-party entities that process 
payments for telemarketers, online businesses, and other 
merchants. 
 
In reading through the revised guidance, the following 
significant changes that financial institutions and more 
specifically BSA programs need to consider were noted: 
 
› The guidance identified examples of higher risk 

payment processors to include credit repair 
services, debt consolidation, online gambling, 
government grant and will writing kits, payday and 
subprime loans, pornography, online tobacco or 
firearm sales, pharmaceutical sales, sweepstakes, 
and magazine subscription. 

 
› Financial institutions should ensure that their 

contractual agreements with payment processors 
provide them with access to necessary information 
timely, as well as protect them by providing for 
immediate account closure, contract termination, 
and reserve requirements to cover anticipated 
charge backs. 

 
› Financial institutions should perform due diligence 

and account monitoring appropriate to the risk 
posed by the payment processor and its merchant 
base. Financial institutions cannot rely on due 
diligence performed by the payment processor. 

 
› Payment processor risk assessments should include 

two additional considerations: 1) reviewing 
appropriate databases to ensure that the processor 
and its principal owners and operators have not 
been subject to law enforcement action and 2) 
determining whether conflicts of interest exist 
between management and insiders of the financial 
institution. 

› Financial institutions should establish procedures for 
regularly surveying the sources of consumer complaints 
that may be lodged with the payment processor, its 
merchant clients or their affiliates, or on publicly 
available complaint websites and/or blogs.  

 
› Financial institutions should have a formalized process 

for periodically auditing their third-party payment 
processing relationships. 

 
› Financial institutions can be subject to enforcement 

actions, such as civil money penalties or restitution 
orders for improperly managing the payment processor 
risks.5 

Financial institutions need to ensure that they are 
incorporating these changes into their BSA Programs as 
regulators will be looking to see that institutions are 
performing adequate due diligence and ongoing monitoring 
of these payment processor relationships. 

If you have any questions related to this article, please  
feel free to contact Scott McAuliffe 
(smcauliffe@keitercpa.com) for further clarification. 
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