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The "Bring Your Own Device" trend continues to be a 
hot topic for companies as employees push for the 
ability to use their own smartphones, iPads/tablets, 
and computers. As with any decision, a financial 
institution that is considering or expanding beyond 
smartphones, a BYOD program must weigh the pros 
and cons. The pros can include improved productivity 
(accessibility) and higher employee satisfaction while 
cons include increased workload for IT departments, 
higher infrastructure and software costs, and more 
complex security. In fact, in a recent study released by 
MobileIron and iPass, 2013 Mobile Enterprise Report, 
the top two sources of BYOD frustration for an IT 
department are onboarding and supporting an 
increasing number of differing devices. Implementing 
centrally managed Mobile Device Security and Mobile 
Content Management software can alleviate some of 
the IT department’s frustrations. 
 
For financial institutions considering BYOD programs, 
the following steps should be taken: 
 
Implement a Policy. 

› Implement a Bring Your Own Device policy. Here is 
a link to BYOD Policy Template.  

› Employees should be required to sign and 
acknowledge their adherence to the policy. 

Select and Implement a Mobile Device Security 
Solution. 

› Identify your needs/requirements and determine 
the solutions that best meets the needs, within your 
price range. 

› The solution should be able to centrally manage and 
control the security of the device to enforce 
corporate security policies and expedite the 
handling of secure lost, stolen, or retired devices. 

› Require strong password controls on devices, 
including inactivity timeouts and lockout after failed 
login attempts. 

› Configure devices for remote wiping 
(automatically) if excessive failed logins, lost, or 
compromised. 

› Enable encryption on the device. 

 

Select and Implement a Mobile Content Management 
Solution. 

› Identify your needs/requirements and determine the 
solutions that best meets the needs, within your 
price range. 

› The solution should be able to centrally manage and 
control the access, storing, and viewing of corporate 
documents. 

 
While financial institutions always need to be cognizant 
of security risks, a well-controlled BYOD program can 
provide significant value to your institution. If you have 
not considered a BYOD program yet, it is time to put 
some thought into implementing one. 
 
Contact Scott McAuliffe at smcauliffe@keitercpa.com or 
your Keiter Engagement Team for additional 
information on how your business may be impacted by 
BYOD. 
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